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WHICH FISH IS PHISH?
Who Is A Phisher?
Spam is annoying, but Phishing is dangerous. Spammers typically want to sell you something, while Phishers want to steal from you. They want to steal your identity, your money, your intellectual property, your corporate information, and more.  
Where Phishing Started

Initially phishing targeted individuals and was largely viewed as a consumer problem.  Phishers would prey on the unwary by sending them emails from what appeared to be legitimate sources, asking them to log into very professional looking, but phony, websites. Once there the individual would be asked to provide their username and password, social security number, account number, or some other private piece of data, to check on their account or to verify their identity. The result: phishers got what they needed to steal the unsuspecting users’ assets. 
Here is one example from Mail-Filters’ files. Phishers sent an email message saying “Here at Bank of America, your security is our first concern.  In an effort to protect your vital information we have set up a new security system that requires your immediate attention.  Please click on the link below to provide us with the required information (http://www.bofa.com).”  Although the link appeared to be legitimate, it took the user to a website designed to look like the real thing but was actually hosted by the phisher.  The unsuspecting user would fall victim by entering sensitive information they believed was going to their bank, the Bank of America.
The Target Widened
Phishers continue to target individuals, but they have now widened their net. Success with individuals has led phishers to use similar tactics on organizations. These organizations’ assets may be cash, but they may also be trade secrets, intellectual property, customer lists and other information of great value on the open market, especially to competitors. In other words, corporate phishing is becoming a sophisticated form of industrial espionage. 

Mail-Filters recently saw a phishing attack sent to corporations describing new features available from Salesforce.com. To get these features the user had to log-on within a short amount of time or pay extra for the features at a later time. A corporate user, perhaps a sales person using Salesforce.com, could unknowingly give phishers access to information about customers, prospects, and even sales projections. Imagine the ramifications if this information was provided to a competitor or for a publicly traded company.
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The Technique And Sophistication Continues To Evolve
The techniques and sophistication of phishers increase every day.  Phishing attacks are no longer delivered just by email.  Phishers are using instant messaging, pop-up ads, and spyware to name just a few.  End-users have become more savvy in recognizing that an email that appears to be from their bank is probably really a phishing attack; but how do they keep 
up with the not so obvious?  Mail-Filters has seen the use of Trojan horses that intercept a legitimate URL request from the user’s web-browser and redirects the user to a bogus website that looks identical.  
Typical Phish Protection Solutions
As phishing has gained in notoriety, there has been a tendency for spam filter companies to respond by saying that anti-spam filters will also stop phish. While this is mostly true, there is a problem with this claim. Stopping most, but not all, junk messages may be enough for spam, but phishing is different. Spam that gets through can be deleted; phish that gets through can do serious harm. Moreover, in addition to the phish missed by even a good spam filter there is phish coming in from other sources: instant messaging, spyware and the like. This combination of attacks indicates that spam filtering alone is not enough. Another defense is needed. 

How To Eat More Phish
A real anti-phishing solution requires a two-pronged approach: 
1. Stop most of the phishing attacks from getting to the user, and 
2. When a phishing attack does get through to a user, and they unsuspectingly click on a link in the message, prevent them connecting to a bogus website where damage can be done.  
An effective filter will stop most of the unwanted messages. Distinguishing between good and bad URLs to prevent a mistake, or a least warn the user that he/she is about to make one, must also be part of that effective filter. 
Protecting Users From Themselves And Phishers
To block or warn of unwise connections to phishing sites takes an ability to monitor global email traffic. It also takes an ability to develop and maintain an up-to-the-minute list of those dangerous websites. The Mail-Filters’ software and team of human editors are capable of such 
global monitoring and database management. Billions of email messages are processed for our partners each day. The signature database is maintained up to the minute. Mail-Filters technology catches a minimum of 95% of the spam (including phishing messages), and generates less than 1 false positive in 1,000,000. In fact, one Mail-Filter’s partner recently announced that they had identified only two (2) false positives in over 7,500,000 messages while using the Mail-Filters technology.
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The two-pronged Mail-Filters approach, as shown below, stops phishing attacks from being delivered and prevents a user from accidentally trying to access a phishing web-site. 
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When a user attempts to open a phishing website our OEM partners can choose to handle that attempt in a number of ways. They can block the connection, they can warn the user that they are about to connect to a dangerous site, they can allow the link to be made, or they can use some combination of these options. The choice is a function of how the user organization wants to control and monitor its phishing protection process.  
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Phishing is dangerous. Just filtering it like spam is not enough. Some messages will get through and every company has users who will make unwise decisions. Message filtering and education helps, but to repeat, an effective phishing filter must protect users from themselves.
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